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Scams Prevention Framework codes and rules exposure draft

CPA Australia represents the diverse interests of more than 176,000 members working across Australia
and in over 100 countries and regions worldwide. We provide this submission in response to Treasury's
consultation on the Scams Prevention Framework (SPF) codes and rules exposure draft on behalf of our
members and in the public interest.

CPA Australia supports the government’s objective to strengthen Australia’s response to scams and
acknowledges the important role digital platforms, banks and telecommunications providers play in
preventing harm.

This submission identifies potential unintended consequences of the proposed regime for small business
customers and sets out recommendations to mitigate these risks. Our key recommendations are:

e require digital platforms to implement a robust, timely and accessible internal dispute resolution (IDR)
mechanism for small businesses.

o digital platforms to ensure their ad-screening processes are proportionate to the level of scam risk

o the ACCC provide clear guidance to digital platforms on how to comply with the framework in a
proportionate manner

o clarify whether and how small businesses that are scam victims can access the IDR and AFCA
pathways available to individual consumers

We expand upon these in the attachment.

If you wish to discuss this submission, please contact Azfar Asa’ad on azfar.asaad@cpaustralia.com.au.

Kind regards,

Gavan Ord

Business Investment and International Policy Lead
Encl.

AUS.LH.19.01
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ATTACHMENT

THE CONCERN

The draft Common, Banking and Digital Platforms Code requires digital platforms to check
advertisements before publication and to monitor them on an ongoing basis (section 5-5). Treasury has
asked how these provisions could minimise unintended consequences for small businesses (question
23), and whether additional safeguards are needed for those that rely on digital platforms for advertising
and customer communication (question 26).

We support the intent of these provisions. However, their implementation may result in legitimate
advertisements being blocked, removed or unduly delayed as platforms may adopt an overly
conservative approach to compliance that extends beyond what is intended to manage the risk of
scams. This could disproportionately affect small businesses that rely on timely and cost-effective
access to digital platforms to reach potential customers.

The exposure draft does not address what recourse is available to a small business if their legitimate
advertisement is incorrectly blocked, removed or unnecessarily delayed due to platform screening
processes.

Recommendation 1

The Code should require digital platforms to implement a robust, timely and accessible internal
dispute resolution (IDR) mechanism for small businesses. This mechanism should apply where a
platform refuses to publish, delays the publication of, or removes an advertisement, or
deactivates a small business account. Decisions under this mechanism should be made by a
suitably qualified human decision-maker.

WHY SMALL BUSINESSES ARE PARTICULARLY EXPOSED

Small businesses are not simply scaled-down versions of the large advertisers. They do not have the
dedicated legal, marketing or compliance resources that may be required to navigate additional
advertising requirements that platforms may introduce to meet their obligations under the Code.

They are also more likely to face difficulties responding to blocked advertisements, delayed verification
processes or disputes over deactivated accounts. This not only increases their compliance burden and
costs but could lead to delayed or lost revenue.

These challenges are likely to be more pronounced for businesses that advertise infrequently, as they
will be less familiar with platform requirements and processes.

PROPORTIONATE ENFORCEMENT

It is not clear whether the ACCC will only focus on whether platforms are enforcing the ban on scam
advertising, but also whether they are doing so fairly and proportionately. The framework needs to not
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only protect consumers from scams but also to allow legitimate business activity. A platform taking a
conservative compliance approach may lead to the removal, blocking or delay of legitimate ads, which
may in turn cause material harm to small business.

Recommendation 2

The framework requires digital platforms to demonstrate that their ad-screening processes are
proportionate to actual scam risk.

Recommendation 3

The framework and the regulator should make explicit that compliance obligations under the
Code are to be applied proportionately. This should include clear guidance that the intent of the
framework is not to result in the unnecessary or unjustified blocking, removal, or delay of
legitimate advertisements.

Recommendation 4

The ACCC should provide clear guidance to digital platforms on how to comply with the
framework in a proportionate manner, including examples that support consistent and balanced
decision-making.

OTHER ISSUES

1. Verifying customer identity

In response to question 14, we recommend that banks utilise existing customer identification and
verification requirements under the AML/CTF regime. This would promote consistency across the
financial system and avoid duplicative or inconsistent approaches to customer identification.

2. Small businesses as scam victims

The IDR position paper is framed largely around individual consumers, creating uncertainty as to
whether small businesses that are scam victims have access to pathways for redress.

Recommendation 5

The framework should clarify whether, and under what circumstances, small business scam
victims can access redress, including the mechanisms available and the responsibilities of
digital platforms in facilitating such outcomes ".

1 "Redress" should include reinstatement of wrongly disabled or suspended accounts; removal of wrongful suspension history;
restoration of advertising access and reversal of incorrect ad removals; reimbursement of lost revenue during wrongful
suspensions; access to a human reviewer and written reasons for any adverse platform decision; and compensation for
compliance costs incurred responding to incorrectly triggered enforcement action.
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3. Stakeholder engagement gaps

The Australian National Audit Office’s (ANAO) performance audit of the Scams Prevention Framework
found that the stakeholder engagement strategy does not extend beyond June 2026, creating
uncertainty around ongoing consultation arrangements.

Recommendation 6

We recommend the regulators develop an ongoing stakeholder engagement plan with small
businesses and their representatives.

4. Post-implementation review

The ANAO found that Treasury has no evaluation plan, no baseline data, and no framework to assess
whether the SPF has met its objectives.

Recommendation 7

We recommend Treasury conduct a post-implementation review of the SPF within 24 months of
the codes taking effect.

CONCLUSION

CPA Australia supports a Scams Prevention Framework to protect Australian consumers and
businesses from the serious harm caused by scams. We urge Treasury to ensure that its implementation
does not inadvertently add to the regulatory and compliance burden already weighing on Australia's
small business sector, and that proportionality for small business is built into the framework from the
outset.
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